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Change log

3.8

e Build for 3.8.111

4.2

e Build for 4.2.36.34

e Early release for testing

e Build for 4.3.58.4
e N4 Upgrade of S7 Driver - 4.3

e Build for 4.4.73
e Updated job logging

e Added S7 documentation module
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Driver Overview

The Safecontrol S7 Driver is written using Tridium's NDriver Framework for use in Niagara 4 or later.

The driver provides support for communication with Siemens PLC's S300, S400 and S1200 series over native S7
Ethernet protocol. The driver reads data from DB part of memory. Supported data formats are: Bit, Word, Short,
Double Word, Double Int, Float, Date, String and Printable String.

This help is also connected to the objects in Workbench and you can use the "Guide on target" function in the help
or right menu to get more information.

Devices supported by the driver

e Siemens CPU S300 PLC (tested with CPU 313SC)
e Siemens CPU S400 PLC (device not tested but works same as S300 PLC)
e Siemens CPU S1200 PLC (tested with CPU 1212C)

S7 Protocol partial compatibility list
CPU CP DRIVE
300 400 WiIinAC | Snap7S | 1200 1500 | 343/443/IE | SINAMICS

DB Read/Write v v v v v v (3) X v
EB Read/Write v v v v v v X v
AB Read/Write v v v v v v X v
MK Read/Write v 4 v 4 v 4 v 4 v 4 v 4 X X
TM Read/Write v 4 v 4 v 4 v 4 X X X X
CT Read/Write v 4 v v v X X X X
Read SZL v v v v v v v v
Multi Read/Write v v v v v v v v
Directory v v v v X X v 2)
Date and Time v 4 v v v X X X v
Control Run/Stop v v v v X X 1) v
Security ¥ 4 v v v X X X X
Block
Upload/Down/Delete v v v X X X v v

Q) After the “Stop” command, the connection is lost, Stop/Run CPU sequence is needed.

(2 Tough DB are present and accessible, directory shows only SDBs.

3 See S71200/1500 notes.
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The protocol implementation

e Connectionto a PLC

e Read system info (only for S300/400 series)

e Read date and time from PLC (only for S300/400 series)

e Read PLC status

e Read block info — auto discover DB (only for S300/400 series)
e Read var — cyclical data reading

e Write var

Prerequisites for integration

1. Correctly installed modules with the driver, see chapter “Installation” for more details.
Active license and certificate for the driver on the target platform, see chapter “Licensing” for more details.
Physical connection between systems. PLC must be connected to same LAN as JACE 8000 or PC with
Tridium Supervisor 4.

4. Known types of points and their offset in DBs and in case of S1200, known block numbers and their Mcc
length.

Installation

Source files are available for download from SAFECONTROL license web ( ). Extract the
s7.zip archive and copy all included *.jar files to your Niagara modules directory, which is typically
C:\Niagara\Niagara-4.4.xx.xx\modules.

For correct behaviour it is necessary to install *.jar files on the client platform (Workbench PC) as well as on the target
platform (JACE8000 or Supervisor).

Note: Close the Niagara Workbench after inserting all the modules in the folder. Next time you start the Niagara
Workbench the driver will be loaded in Niagara Workbench and will be immediately available for use.
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Licensing

Driver is license limited by number of connected points. Demo license is limited up to 90 days and purchased licenses
are not time limited.

You can ask for license via SAFECONTROL license web (https://license.safecontrol.cz) or by sending e-mail to
sales@safecontrol.cz. Purchased license will be generated via Niagara-Central license web where it will be available
for download together with safecontrol.certificate file. You can also download license online in Niagara Workbench
from license manager view, see picture bellow:

B Niagars Workbench - 0o x

File  Edit Search Bookmarks  Tools Window  Help

4 O- o & O 0 =~ 2 wr
62.168.57.227(Inels)  © Platform #  LicenseManager -
~ Nav License Manager
Host Address 62.168.57.227
[ s} ® My Netwark
HostID Qnx-TITAN-B14E-4819-D01A-2BET
@ My Host : DESKTOP-K7TM3DA (dot) Brand ID TridiumEMEA
10.117.60.16 Licenses Certificates
& Platform Safecantrollicense (safecontral 4.6 - never expires) Safecontrol.certificate (safecontrol - never expires)
10.117.60.17 (Apolinar) TridiumEMEAlicense (Tridium 4.6 - never expires) Tridium.certificate (Tridium - never expires)
192.168.1.99 (propolis)
@ 62.168.57.227 (Inels)
& Platform 42 Import License X

& Station (Inels)

@ Himpart JACE-8000 WITHL0 DEVICE CORE & 500 POINT [ Trdiu m EMEA 4.6) censes From the licensing serven

0K Cancel

- Palette
W X D | @ kitranasve

Q Boilers

Q chillers

Q coils

(@ coolingTowers
© pampers

Q ouctwork

Q Electrical

e Import | Export | View | Delete Import | View  Delete

Figure 1: License import via License manager

Order codes

e DR-SC-S7-250 - Driver for integration Siemens S7 PLC — 250 data points
e DR-SC-S7-UNL — Driver for integration Siemens S7 PLC — unlimited data points

Basic config guide

Connect PLC to same LAN as JACE 8000 or PC with Tridium Supervisor 4.
Add new S7 Network to your Drivers node.

Add correct S7 Device to your S7 Network.

Correctly configure newly added S7 Device.

Add blocks under DBs extension of S7 Device.

Add points under added blocks.

2 T o

For more in-depth help read following chapters.
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Setup guide

Overview

An S7 Network represents network interface on Tridium Supervisor 4 or Tridium JACE 8000 used for communication
with S7 PLC's over S7 native protocol.

There are located global configuration parameters (poll scheduler, ping monitor, tuning policies...) common for all
descendant devices (S7 devices) in the network properties.

Adding a S7 Network to a station

To add an S7 Network perform these following steps:

Connect S7 to same LAN as JACE 8000 or PC with Tridium Supervisor 4.
Open the station and expand the nav tree.

Double click on the Drivers node.

A wDd PR

In the Driver Manager window click the “New” button. Select S7 Network from the drop-down list and click
Ok.

5. Enter a name for the network and click Ok.

SIEMENS

SIMATIC

S7-300

SUPERVISOR 4

Figure 2: Diagram of connection to Supervisor 4

SIEMENS

TRIDIUM S

JACE 8000 S7-300

Figure 3: Diagram of connection to JACE 8000
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File Edit Search  Bookmarks Tools
4 o O- o A O
! Station (57)

= Nav

Eo C @ My Network
=) station Copier
6 TCP/IP Configuration
Q Remote File System
Station
bl , Station (ST)
.‘ Alarm
hd 9 Config
b @ Services
- G Drivers
b e NiagaraMetwork
» 6 Apps
° Files
E Hierarchy

@ History

C:\Users\hdmin\Niagarad.4\tridium>

Mew: Create new objects

File Edit Search  Bookmarks Tools
4 o O-o A O
My Host: DESKTOP-O5QBHGS

= Nav

h@ o) @MyNetwcrk

) TCP/IP Configuration
] e Remote File System
Station
v ’ Station (S57)
.. Alarm
A 9 Config
» @ Services
b e Drivers
] e NiagaraMetwork
b 6 s7Network
» @ Apps
e Files
E Hierarchy

@ History

C:\Usersh\Admin\Niagarad.4d\tridium>

Window

Manager  Help

G - % © U B X B

! Config

Window

G -~ R % @®

. Config

: Drivers

Driver Manager

Name Type Status Enabled Fault Cause

eNiagaraNetwork Miagara Network {ok} true

4% New

Typeto Add e 57 Metwork
Mumberto Add |1 [1-100]

OK Cancel

# Edit || B Tapit

Figure 4: Adding a new network

Manager  Help

o
&
X
B

- Drivers

Driver Manager
Name Type Status Enabled Fault Cause
e MiagaraMetwork Miagara Network {ok} true

6 STNetwark ST Netwark {ok} true

R New | #edit B, Tag

Figure 5: Successfully added S7 Network

#  DriverManager -

1 objects

E

/' Driver Manager -

2 objects

B

Status {ok} indicates that the Niagara 4 platform has installed all required modules, licenses and certificates.
Otherwise read paragraph licensing in the Driver Overview.
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By double clicking S7 network in Driver Manager you will see S7 Device Manager with blank table of devices.

File Edit Search  Bookmarks

4 o O- o A

My Host : DESKTOP-05QBHGS (57) . Station (57)

- Nav
¥ o (D My Network

6 Tcr/iP configuration
b e Remote File System
Station
v , Station (57)
Q Alarm
v e Config
b @ Services
~  orivers
] e NiagaraNetwork
b 6 sTNetwork
b a Apps
b & Files
» E Hierarchy

b @ History

C:\Users\Rdmin\Niagarad.4d\tridium>

www.safecontrol.cz
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Manager  Help

0 = - R % @ 0 B

: Drivers . STNetwork

Database

MName Type Exts Status Health 57 Address

& New Folder | &) New | # Edit | §4 Discover

Figure 6: Empty S7 Network
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Configuring an S7 Network

In the S7 network property sheet is located common settings for all descendants (S7 devices). Ping monitor and

global poll scheduler are shared for all devices under S7 network. You can choose for each device a poll rate (slow
normal, fast) defined in this property sheet.

File Edit Search Bookmarks Tools Window  Help [Q

4 B O-o #h O 0 & - =

My Host : DESKTOP-O5QBHGS (57) . Station (57) . Config . Drivers . STNetwork

/ AX Property Sheet -

- Nav Property Sheet
[=° e @MyNetwork 6 STNetwork (57 Metwork)
. - [ status {ok}
6 TCP/IP Configuration ﬁ Enabled . true
3 a Remote File System ﬁ Fault Cause
Station » 3 Health Ok [05-Oct-18 9:40 AM CEST]
v & station(s7) » @ Alarm Source Info  Alarm Source Info
A alsrm w I monitor Ping Monitor
@ Config m Ping Enabled .true

» @Services ﬁ Ping Frequency +00000h 05m 00s 2

v  Drivers [l Alarm On Failure ® e

] e NiagaraNetwork

Startup Alarm Delay | +00000h 05m 0032
» ) stnetwork ] P y

» X Tuning Policies Tuning Policy Map
.3 gApps
= B+ Poll scheduler 57 Poll Scheduler

Fils
B (@ Poll Enabled ® e

Hierarchy
= [l Fast Rate 00000h 00m 01.0003]2 [1ms-+inf]

@ History
g Refresh B Save

C:\Usera‘\Rdmin\Niagara4.4\tridium>

Figure 7: Property Sheet of the S7 Network - global communication parameters
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S7 Device Manager

S7 Device Manager is the primary View on the S7 Network component (You can open it by double-clicking on
S7Network in nav tree). The manager provides a table view of all devices under the S7 network.

File  Edit Search Bookmarks Tools  Window  Manager Help Q
4 o O-no a O 0 - ¥ © 0 B X E h [ 8 »

My Host : DESKTOP-05QBHGS (57) . Station (57) . Config . Drivers o STNetwork Y 57 Device Manager ~

Database 0 objects

@M)’NEtWDTk Mame Type Exts Status Health S7Address B

O TCR/IP Configuration
e Remote File System
Station
’ Station (S7)
! Alarm
@ Config
@ Services
6 orivers
6 NiagaraNetwork
) sTnetwork
Apps
e Files
E Hierarchy

@ History

& New Folder | 5] New | # Edit | #§ Discover W cancel = (®) Add P Match @, Tagit

C:\Users\Rdmin\Niagarad.4d\tridium>

Figure 8: S7 Device Manager

S7 Device Manager provides set of control buttons in the bottom of the View:

e New Folder — This will create new folder of type S7 Device Folder meant for custom ordering of Devices.

e New — With this button you can create new S7 device. Carefully fill the pop-up window for successful
connection to PLC.

e Edit — (Same as double-click on device) you can edit names of selected device and connection parameters.

e Discover — This button is disabled in current release.

e Add/Cancel — This button is disabled in current release.

e Match — This button is disabled in current release.
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Adding new S7 devices to the Station
To insert new device in the S7 network perform these following steps:

Open S7 device manager.
Click the “New” button.

Select the S7 PLC 300, S7 PLC 400 or S7 PLC 1200 from drop down box and click “OK” button. In case of

S1200, the device has to be in 300/400 compatibility mode.

4. Setthe parameters of the device in the following window. Keep attention to correct settings of the S7 Address.

File Edit Search Bookmarks Tools Window  Manager Help

4 o D- o A O 0 = - 2 % © U b X
My Host : DESKTOP-05QBHGS (57) : Station (57) . Config . Drivers I STNetwork

- Nav Database

¥ O & My network Mame Type Exts Status IpAddress

» JJ' My Tools

b FT Platform
Station

b ’ Station (ST) 4 New
! Alarm

Type to Add ; ST Device
e Conte Numberto Add ; 57 Device
b @ senvices & 57Plc1200
) oK
b e Drivers R ——
) =
] e NiagaraMetwark m 57 Pledoo
» 6 sTietwork
4 9 Apps
Q Files
E Hierarchy

@ History

B New Folder | @A New | & Edit

C:\Users\Admin\Niagara4.4\tridium>

Mew: Create new objects

Figure 9: Adding a S7 device to the S7 Network
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File Edit Search  Bookmarks

4 B 0O-o nfn O

My Host : DESKTOP-O5QBHG!

~ Nav

* C

|T @ My Metwark
) TCP/IP Configuration
b e Remote File System
Station
v ’ Station (57)
Q Alarm
v 9 Config
b @ Services
v e Drivers
] e NiagaraNetwork
~ ) sThetwork
b @ Apps
e Files
E Hierarchy

@ History

C:\Usera‘\Rdmin\Niagara4.4\tridium>

New: Create new objects

Tools  Window

! Station (57) . Config

Manager  Help

. Drivers . STMetwork

G =- B % © O

Name Type Enabled Ip Address

a STPIc300  STPLc300  true 192.168.1.15 102

ﬁ Name
m Type

[l Enabled

5T7Plc300
57 Plc30o

@ true
[ 1p Address 192.163.1.15

[ Port [ unspecified (102

[ Rack 0
[l Stot 2

0K Cancel

o

Port Rack Slot

2

& New Folder | D New _I‘ Edit

ﬂ Discover

Figure 10: New S7 Device configuration menu

M Cancel

= [ ] »

57 Device Manager ~

0 objects

B

@ add

P Match | @, Tagit

For the S1200 it is necessary to change Slot value to ,1“. Name is optional. IP address must correspond to address
of the PLC and keep other parameters default in most cases.

File Edit Search  Bookmarks

4 m O-o a O
My Host : DESKTOP-D5QBHGS |

~ Nav

E@ O [¥ @ My Metwark
) TCP/IP Configuration
b e Remote File System
Station
v ’ Station (S7)
! Alarm
v 9 config
b @ Services
hd e Drivers
] 6 NiagaraMetwork
+ ) stnetwork
» @ apps
Q Files
E Hierarchy

@ History

C:\Users\Admin\Niagara4.4\tridium>

New: Create new objects

www.safecontrol.cz
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Window

. Station (57) . Config

Manager  Help

. Drivers . STNetwork

G - B ¥ @ O

1 4 New

Name Type Enabled Ip Address

a S7PIc1200 S7Plc1200 true 192.168.1.15 102

m Name
m Type

[ Enabled

S7Plclz00
57 Plcl200

.true
[ 1p Address |152.165.1.15

[ Port [ unspecified 102

[ Rack 0

[y slot 1

0K Cancel

o

Port Rack Slot

2

2 New Folder | D New _I‘ Edit

M Dizcover

Figure 11: Configuration of S1200
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B Cancel

57 Device Manager ~

0 objects

B
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File Edit Search Bookmarks Tools  Window  Manager Help Q

4 B O- oK O &= - B ¥ © 0 B X E Y O £ 0 »

My Host : DESKTOP-D5QBHGS (57) ! Station (57) . Config ° Drivers I STNetwork / 57 Device Manager ~

v Nav Database 1 objects

h@ G @ My Metwork MName Type Exts Status Health Ip Address =

b @ Remote File System & STPlc00 STRIo0 @B O fok Fail [null] wh

Station :

v & station(s7) Actions
‘ Alarm : D
b @ Config O t Program Status

Read Sys Info

b @Services
v O orivers Make Template
] eNiagaraNEtwnrk
v ) sTNetwork
» = STPIc300
b 9 feTE Paste
b & Files Paste Spedial
b [E Hierarchy Duplicate Ctrl+D

» @ History Delete Delete
IS New Folder | 3] New | # Edit | #1 DAdd | | b Match || & Tagit

Find

Cut Ctrl+X

Copy Ctrl+C

Link Mark

C:\Usera‘\Rdmin\Niagara4.4\tridium>

Figure 12: Ping Action on S7 Device
Note: In some cases, it is necessary to initiate communication by pinging the device after adding

File Edit Search Bookmarks Tools Window  Manager Help Q

4 B O- oK O &= - B ¥ © 0 B X E Y O £ 0 »

My Host : DESKTOP-D5QBHGS (57) ! Station (57) . Config ° Drivers I STNetwork / 57 Device Manager ~

- Nav Database 1 objects

h@ oS @ My Metwork Name Type Exts Status Health Ip Address i

b @ Remote File System & STPlcsoo sTPlcseo € O fokd  Ok[05-Oct 192.168.115

Station
v ’ Station (S7)
!Alarm
v @[onﬂg
b @Services
hd eDrivers
] ONiagaraNEtwnrk
v ) sTNetwork
» = STPlc300
.3 @Apps
b & Files
b EHierarchy

» @ History

& New Folder | B"W | _’ Edit | ﬂDiscover B cancel @Add »Match @\)Taglt

C:\Usera‘\Rdmin\Niagara4.4\tridium>

Figure 13: Health parameter of device should read ok
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S7 Device

S7 Device represents the physical PLC. You can choose S7 PIc300, S7 Plc400 or S7 Plc1200. By double clicking
the device in the device tree is opened S7 device property sheet. You can set some parameters here (most important
is Poll frequency) and read some information about PLC and communication. From the context menu are accessible
actions for pinging the device, read system info and get program status. System time and full system info does not
have to be accessible for all types of S7 PLC.

File Edit Search Bookmarks Tools Window

Help

q oD O-o A C [ OHe- [ M B

My Host : DESKTOP-O5QBHGS (57) - Station (57) . Config

* Nav

K O [X] @ MyNetwork

b Q Remote File System
Station
v & station(s7)
A Alarm
v © config
b @ services
b 6 Drivers
» O NiagaraNetwork
+ 6 siNetwork
> & STPIc300
» © apps
O Files
@ Hierarchy
@ History

C:\Users\Admin\Niagara4.4\cridium>

www.safecontrol.cz
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Property Sheet

& STPlc300 (S7 Plc300)

M Status

(M Enabled

(M Fault Cause

B3 Health

© Alarm Source Info
(M S7 Address

(M 57 Time

&7 Tcp Config

@ Poll Frequency

(Ml Connection Type

(M Connection Pdu Length
‘ Connection Error
@oes

M Plc Status

. Drivers © STNetwork . S7Plc300

{ok}

. true

Ok [05-Oct-18 9:46 AM CEST]
Alarm Source Info
192.168.1.15:102

Fri Oct 05 08:55:36 CEST 2018
ST Tep Comm Config

Normal

Op

430

S7 Block Device Ext
57 Cpu Status Unknown

g Refresh [M] save

Figure 14: Device property sheet
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S7 DBs

DB is part of PLC memory in which are stored program variables. Each DB has own address (Number), length (Mcc
length is number of accessible bytes in the DB) and further parameters.

The request for the data consists of the Block Number and Mcc length. All data in DB are read in one poll cycle. You
can see the raw data under the property Data as well as set the poll rate settings. Each DB has its own poll rate
settings — you can set slow rate for DB with lower priority and fast rate for most important data or data which request
short response time. The poll rates details are defined in S7 network property sheet.

File Edit Search Bookmarks Tools Window Help Q
q B O-ofaC 0D ODE- [T 0 B
My Host : DESKTOP-O5QBHGS (S7) . Station (57) . Config : Drivers I STNetwork I STPle300 . 5 . 57Block_103 / AX Property Sheet ~

* Nav Property Sheet

L O [X ) mynetwork E 57Block_103 (57 Block)
= = M Block Number
» @ RemoteFile System (W Flag

Station (M Language
v & station(s7) (M Block Flags
A Alarm (Wl Block Language
v © config (M Load Size
b @ services (M Sbb Length
v ) orivers (M Mcc Length
2 6 NiagaraNetwork ‘ Author
v 6 STNetwork ~ (@ Data S7 Block Ext
v @ STPIc300 (Ml Poll Frequency  Normal

» on\l.armSout:elnFo ‘. Data 00 00 aa aa aa aa aa aa aa aa 18 10 05 O
» f-‘ Tep Config
» @Doss

b ﬁ System Info

G Refresh [M] save

C:\Users\Admin\Niagara4.4\cridium>

Figure 15: DB property sheet
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S7 Block Manager

S7 Block Manager is accessible by double clicking on the “DBs” property under the S7 Device. There are two different
managers, for S300 PLC, S400 PLC and for S1200 PLC.

The S300 PLC and S400 PLC supports the automatic DB discovery. For the auto discovery follow these instructions:

Open S7 Block Manager.

Click the “Discovery” button.

Check the result in status bar at the top of S7 Block Manager.
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Manual adding of DB

This function is available for S1200 PLC, S300 PLC and for S400 PLC offline configuration. For the manual DB add
perform these following steps:

1. Open S7 Block Manager.

2. Click “New” button.

3. In the first appearing window se the number of adding DBs.

4. In the second window fill correct block number and Mcc length.
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Figure 17: New Block dialog menu
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S7 Points

S7 Control points have to be added manually from S7 Point Manager under the DB.

Adding a new S7 Point

Open S7 Point Manager by double clicking selected DB.

Click the “New” button.

Choose the required data type in first appearing window.

Set starting offset for the point in selected DB (offset is counted in bytes).

o > w N oRE

For the bit points/writable is necessary to set required bit offset (position in the byte) in the point proxy Ext.
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Figure 19: Adding a new S7 point
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Siemens data representation in Niagara:

S7 Data Type Niagara Control Point

Bit Boolean Point / Boolean Writable
Short
Word

Numeric Point / Numeric Writable
Double Word
Float
Date
String String Point / String Writable
Printable String
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FAQ

Q: The driver doesn’t establish communication with S1200 PLC.

A: Check the IP address and set the slot number to “1”.

Q: How to set bit offset for the bit point / writable?

A: Open the proxy Ext under bit point property sheet and set the required offset in the property Bit offset.
Q: Can | add the DB manually without connected PLC?

A: Yes, all the points can be added manually before installation on site.

Q: The datain DB are empty or the point under DB in in fault.

A: Check the Block Number and Mcc length with the program in S7 PLC. Check the property Point Type under point
Proxy Ext.
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